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1. Introduction

Abstract

Mining cryptocurrency with an unauthorized and unlawful access to a victim’s
computer’s processing power is called cryptojacking. With the rise of cryp-
tocurrency in the markets people took advantage of this new piece of technol-
ogy through mining it and earning from it. When the need for more perfor-
mance and money emerged people came out with unlawful activities to mine
cryptocurrency using other’s devices without their consent. These activities
have led people and their devices vulnerable for the sake of greed. This is a dis-
tributive approach which uses victim’s machine to mine cryptocurrency using
all its resources i.e., CPU, GPU etc. This doesn’t need any software installa-
tion but just to visit sites which are embedded with the malicious scripts that
helps accessing user’s device. The analogy of this study is not limited to detect
the presence of cryptojacking but also to enable users to detect the presence of
any kind of suspicious activity is performed on the device. Through Genetic
Search algorithm we extracted some of the key metrics used by computers
for monitor its resources and further used these metrics to classify the pres-
ence of any unauthorized activity and achieved 100% accuracy for classifying
these instances. The classification was done using several classification algo-
rithms such as SVM (kernel — “linear”), SVM (kernel — “Radial Bias Func-
tion”), Logistic Regression, Decision Tree Classifier, Random Forest Classi-
fier, Multi-Layer Perceptron. The Genetic Search algorithm mentioned earlier
is a machine learning iterative technique which is based on natural selection
it selects individuals from the current population as parents and uses them to
generate the next generation of offspring and all this through a method called
CfsSubsetEval which returns a fitness score to the child based on their depen-
dency on other attributes. For comparison we also used several methods which
also serves the same objective.

causes a significant amount of computational con-
sumption and lowers the victim’s computer’s pro-

Cryptojacking is an unauthorized and unlawful min- cessing efficiency. It can take any form, from
ing activity done by the attackers who use the vic- installing malicious software like Ransome, trojan
tim’s computer’s processing capacity to mine cryp- etc. to Running the mining script if the victim is

tocurrency. It is a distributive approach which
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active on a website. For e.g., Pirate Bay was using
the user’s processor in an unauthorized manner till
users were active on their page. In comparison
to other cyberattacks Crypto jacking is very prof-
itable. First here the attacker uses others’ devices
to mine bitcoin or digital currency. Second, nowa-
days there is no need to install any malicious soft-
ware in the victim’s device as much as the victim’s
device is active on the page, mining can easily be
done. Third, for bitcoin mining an extensive amount
of computational power is required and as many
users are active on the page computational power
will increase. According to an article titled “2022
SonicWall Cyber Threat Report” from the cyber-
security bureau SonicWall claims that cryptojack-
ing attacks have increased in the financial sector
by 269% year to date, which is nearly five times
higher than cyberattacks directed at the retail sector.
Also, in the study from SonicWall, the total num-
ber of cryptojacking incidents increased by 30% to
66.7 million in the first half of 2022. According to
the article published in (India. S, Xavier, and Sahni
Chharit) researchers found that the price of Bitcoin
has fallen dramatically since January 2022, but the
number of crypto jacking incidents has continued to
rise, demonstrating that these crimes persist regard-
less of price changes.

Nowadays attackers use different types of strate-
gies to perform crypto jacking. First is to con-
vince victims to download crypto mining code onto
their respective devices. This is accomplished by
using social engineering techniques like phishing, in
which the targets get an email that appears to be real
and instructs them to click a link. The malicious
code that the URL executes adds the crypto mining
script to the device. The script then continues to exe-
cute in the background as the target person works.
The second strategy involves inserting a script into a
website or advertisement that is then sent to numer-
ous websites. The script is automatically executed
as the victim accesses the website or the malicious
advertisement displays in their browser. There is
no code stored on the victim’s machine. In both
approaches, the code executes complex mathemat-
ical equations on the intended computer and sends
the results to the hacker-controlled site. It is the
most common approach by the attackers. Third, a
new concept or a new way for revenue collection
in which the attacker uses the processor of the user
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until the user is active on their page, it can be any
website.

Numerous crypto jacking businesses are break-
ing into cloud infrastructure and using an even
larger number of compute pools to fuel their mining
operations to benefit from the scalability of cloud
resources.

In a blog post, senior security researcher for Palo
Alto Networks, Guy Arazi, stated that “attackers
are targeting cloud services by any means today to
mine more and more cryptocurrency, as cloud ser-
vices can allow them to run their calculations on a
larger scale than just a single local machine, whether
they’re taking over a user’s managed cloud environ-
ment or even abusing SaaS applications to execute
their calculations” (Networks).

Cloud-based assaults are very profitable, accord-
ing to Matt Muir, security researcher for Cado Secu-
rity, in a blog post (Cado Security). ”The profitabil-
ity and accessibility of performing crypto jacking at
scale makes this type of attack low-hanging fruit,”
he wrote. If consumers continue to expose services
like Docker and Redis to suspicious parties, this is
probably going to continue.

As per (nukala) the reason for originating and
spreading crypto jacking was with the advent of Bit-
coin and many other forms of digital currency, peo-
ple started preferring decentralized modes of trans-
action to avoid any involvement of any authority,
especially to escape the monopoly and of banks over
people ’s money. And as per the data (CoinDesk)
cryptocurrency’s price was hitting a milestone and
after reaching $500 billion in late December 2020,
Bitcoin (BTC) reached $1 trillion in February 2021.
As a result, ether’s market cap is already getting
close to that of bitcoin. These headlines caught
the attention of people around the world as well as
cybercriminals and hence to earn money in an illegal
way.

With the help of this research, we will be able to
know whether the system is a victim of cryptojack-
ing or not or in simple terms what are the factors
to be checked in the system to verify if it is under
cryptojacking.

2. Literature Review

In this section, we will highlight those who have
worked on this research before. As discussed above
with this research, we will try to find out whether the
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system is a victim of cryptojacking or not and what
are the factors that get affected the most when the
system is under the threat of cryptojacking? After
going through much research, we found in how
many ways cryptojacking can be done has examined
the trends of in-browser mining of cryptocurrencies
and found that unlike other websites some websites
use malicious JavaScript code while visiting without
the consent of the user. A study by Google’s Cyber-
security Action Team (*“ Threat Horizons Execu-
tive Snapshot ) reported that 86% of compromised
cloud instances are used for crypto mining. A lot
of machine learning techniques or algorithms are
proposed by many research papers. (Ganepola and
Bandara) compared many existing research pacers
based on their techniques and highlighted the draw-
backs and proposed the technique with an accuracy
of 95%. While going through the research papers it
was found that most of the papers used pre-existed
labelled dataset for e.g. (Caprolu et al.) used the
dataset of Google Play AMD and proposed a clas-
sification algorithm with model accuracy of 96%.
It was very useful as it was supporting a multi-
adversarial profile, but the limitation was it con-
sidered a specific crypto client network. Similarly
other research papers i.e. (Miele and Postolache) (S,
Xavier, and Sahni) proposed the solution with a
model accuracy 99% and 98%, but the drawback or
limitation was the dataset which was considered not
general.

Undergoing much research, it was concluded that
the major problem is related to the dataset. Most
of the datasets were insufficient. To overcome this
problem, we proceed with the raw dataset (Chharit)
to get an idea of all factors related to the CPU. The
dataset contains records of processing time and all
the CPU related attributes in simple terms a total of
82 attributes in various timestamps for 2 months in
normal time as well as visiting malicious websites.
As per the requirement we attempted Genetic Search
Algorithm with cfsSubseteval for extracting all the
important attributes. After this the dataset is trained
with different algorithms and all the algorithms pro-
vide 100% accuracy.

3. Genetic Algorithm Architecture

Genetic search algorithms are methods which are
used for solving constrained as well as uncon-
strained optimization problems based on natural
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selection, the process refers to the search heuris-
tic approach inspired by Charles Darwin’s theory of
natural evolution. The approach iteratively modifies
the population of a single result. In every step, it
selects individuals from the current population as
parents and uses them to generate the next gener-
ation of offspring. After completion of each suc-
cessive generation, the population “evolves” toward
the ideal solution. Genetic algorithms are applied to
solve various optimization problems which include
problems where the objective function is discontinu-
ous, non-differentiable, stochastic, or strongly non-
linear or in basic terms the problems which don’t
go with the standard optimization algorithms. Addi-
tion to this Genetic algorithm can deal with mixed
integer programming problems where some compo-
nents are constrained to integers.

Genetic algorithms use three major rules in each
step-in order to create the next generation from the
current population.

o First rule is Selection- In this rule some individ-
uals are selected, called parents, whose work is to
contribute to the population of the next generation.
It is usually a stochastic approach and calculate on
the score of an individual.

e The second rule is Crossover in which two par-
ents are combined to create the next generation.

e Third rule is Mutation rules whose job is to
make arbitrary adjustments to each parent to create
the following generation.

3.1. Working Architecture of Algorithm

Initialization - The system first generates a ran-
dom base population. The Genetic Algorithm can
find a minimum for the InitialPopulationRange even
if the choice is suboptimal.

Fitness Check - Since initialization is done, we
define a fitness coefficient that indicates how well
an individual fits out of the population. Here in our
dataset CfsSubsetEval is used to evaluate the values
of the subset of attributes given by the individual
predictive ability of each feature and the degree of
redundancy between them.

Termination Condition- There are several condi-
tions used by the algorithm to decide when to stop.

e MaxGenerations, MaxTime, FitnessLimit,
MaxStallGenerations , MaxStallTime, FunctionTol-
erance, ConstraintTolerance
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FIGURE 1. Genetic search Algorithm flow diagram

Ideal Individual - In every iteration it will check
if the set of attributes are ideal or not. If yes it will
return the set, if no it will again iterate.

Selection - As discussed before the selection
method selects the next generation parents based on
the scaled values from the fitness scaling function.
The scaled fitness value is known as expected value.
Individuals can be selected as parents’ multiple
times; in this case they contribute their genes to mul-
tiple children. @selectionremainder is a more deter-
ministic selection option that involves two phases.

e According to the integer portion of everyone’s
scaled value, the function deterministically chooses
parents in the first step. For example, if a person has
a scaling value of 2.3, the function will select that
person as her parent twice.

e In the second step, the selection function uses
fractions of the scaled values to select additional par-
ents, like probabilistic uniform selection. This func-
tion creates a line with sections of varying lengths
corresponding to the proportions of the individual
scaled values, moving evenly along the line to select
the parent. Note that the choice is fully determinis-
tic when the scaled value has all Os in the fractional
part, as is the case with top scaling.
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Reproduction - The task of the reproduction
method is to control genetic algorithm in creating
the next generation. This can be implemented by
two ways:

e EliteCount — The number of characteristics
from the current generation that are guaranteed to
persist into the following one. These people are con-
sidered privileged children. For each generation, the
best fitness score will drop if EliteCount is higher
than or equal to 1. It is claimed that this occurs
because of the genetic algorithm’s reduction of the
fitness function. The population’s concentration of
highly qualified people can cause searches to be less
successful when EliteCount is set to a high number.

e CrossoverFraction - Fraction of the next gen-
eration of attributes created by crossover, excluding
elite children.

Mutation & Crossover - Genetic algorithms use
the current generation of individuals to create the
next generation of children. In addition to elite chil-
dren the algorithm creates

e Crossover children by selecting vector entries
or genes from pairs of current generation individuals
and combining them to form a single child.

e Children are mutated by making random mod-
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ifications to one person from the current generation
to create the child.

These procedures are crucial for genetic algo-
rithms because they enable Crossover, which
enables algorithms to take the finest genes from sev-
eral people and mix them to create possibly superior
offspring.

Mutations add diversity to the population to
increase the likelihood so that the algorithm will
generate individuals with better fitness scores.

Next Generation - The selected attributes after
each iteration.

4. Methodology

The motivation behind our dissertation is to get a
proper knowledge about the metrics of a proces-
sor when it is operated at normal state and during
attack of cryptojacking. After reviewing and shuf-
fling through many datasets and research materials
we went for a dataset which contains all the neces-
sary metrics which can lead us to draw conclusions
i.e., memory used by every platform, RAM, Usage
time of each app, Storage used, Processing time, IP
addresses connected by the server etc.

4.1. Proposed Method

The proposed method is shown in Figure 2.

4.2. Implementation Steps

Step 1: Raw Dataset:

Time-series unlabelled dataset of CPU load,
Memory etc. at normal state and during cryptojack-
ing activities performed

Step 2: Data Preparation:

e Classified the data with ‘flag’ attribute where
normal dataset (i.e., data captured at normal state)
was flagged to ‘0’ and abnormal dataset (i.e., data
captured during cryptojacking) was flagged to ‘1’
and then we combined the data.

e The dataset then was checked for null values.
The rows with null or blank values were dropped.

Step 3: Pre-processing:

* Data sampling: Reducing a part of data to use
specific data specially for numerical data.

¢ Data transformation:
Sklearn.preprocessing.normalize implemented
to scale and normalize the data to remove
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biasing caused due to unniform distribution of
weights by the data.

» Data segregation: Splitting dataset for train and
test.

Step 4 : Feature Selection:

To create the comparative study, we used the
learning machine tool Weka (3.7.8). Various feature
selection approaches are combined and tested in this
work, including BestFirst + CfsSubsetEval, Genet-
icSearch + CfsSubsetEval, GreedyStepwise + Cfs-
SubsetEval, LinearForwardSelection + CfsSubsetE-
val, SubsetSizeForwardSelection + CfsSubsetEval,
ScatterSearch+CfsSubsetEval.

Implemented GeneticSearch + CfsSubsetEval
which resulted in selection of 31 attributes from 83
attributes to proceed further as the genetic search
algorithm finds the best suitable attributes on which
the whole selection process can rely on.

Step 5: Train the model:

Supervised machine learning methods were
implemented i.e., Support Vector Machine (SVM),
Logistic regression, Decision Tree classifier, Ran-
dom Forest Classifier and Multi-layer Perceptron
classifier (MLPClassifier) from the neural networks.

Step 6: Analysis:

Checking Accuracy, Precision, Specificity and
Sensitivity for the above-mentioned techniques with
each classification Algorithm.

4.3. Pseudocode

The Pseudocode for the classification models are
shown in figure 4.

5. Results and Discussion

This section describes the results presented in this
paper. Our solution turned out to be very effective
in finding the most used attributes in cryptojacking.
We used Weka software for various feature selec-
tion techniques to select the best set of attributes.
For the comparison we use various types of clas-
sifiers and measure the Accuracy, Precision, Speci-
ficity and Sensitivity.

provides the accuracy of each Feature Selection
Technique with 6 different Classifiers and as the
result shows only the attributes selected by Genetic
Search Algorithm can provide 100% accuracy with
every classifier. It represents that the model can
make correct predictions of the test set provided
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FIGURE 2. Block Diagram
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FIGURE 3. Data Set

modell = svm.SVC(kernel='linear',gamma='auto’, C = 2}

model? = swm.SVC(kernel="rbf")
model3 = LogisticRegression()
modeld = DecisionTreeClassifier()
model5 = RandomForestClassifier()

modeld = MLPClassifier(solver="lbfgs', alpha=le-5,hidden layer sizes=(18, 18,2), random_state=0)

modell.fit(X train,y train)
model?.fit(X train,y train)
model3.fit(X_train,y_train)
modeld.fit(X_train,y train)
model5.fit(X train,y train)
model6.fit(X_train,y_train)

FIGURE 4. Classification Models

based on the training set. If there is any change to
the splitting function, the model can’t provide the
exact result.

provides the sensitivity of each Feature Selection
Technique with 6 different Classifiers and as the
result shows only the attributes selected by Genetic
Search Algorithm is able to provide 100% sensitiv-
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ity with every classifier. It represents that the dataset
doesn’t contain any false negative values.

provides the specificity of each Feature Selection
Technique with 6 different Classifiers and as the
result shows only the attributes selected by Genetic
Search Algorithm can provide 100% sensitivity with
every classifier. It represents that the dataset doesn’t
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TABLE 1. Accuracy of different classifiers for different feature selection techniques

Classifiers Feature Selection Techniques
Best- Genetic- GreedyS- LinearFor- SubsetSizeFor-  Scat-
First + Search +  tepwise +  wardSelec- wardSelec- terSearch
CfsSub-  CfsSub- CfsSub- tion + tion + +CfsSub-
setEval  setEval setEval CfsSubsetE-  CfsSubsetEval  setEval

val

Support Vector 100% 100% 100% 100% 100% 100%

Machine (kernel

="linear”

Support Vector 100% 100% 100% 100% 100% 95.05%

Machine (kernel

="Radial Bias

Function”

Logistic 100% 100% 100% 100% 100% 100%

Regression

Decision Tree 100% 100% 100% 100% 100% 100%

Classifier

Random Forest 100% 100% 100% 100% 100% 100%

Classifier

Multi-layer 84.87%  100% 84.87% 84.87% 84.87% 84.84%

Perceptron

contain any false positive values

provides the confusion matrix of Genetic Search
Algorithm with 6 classifiers in 3 different split ratios
of training and testing dataset. In all the three met-
rics the value of FP and FN is O, which means that
the test is 100% perfect.

5.1. Area Under the Curve

AUC (Area Under the Curve) is a commonly used
measure of classification performance that is pre-
ferred for two main reasons. Firstly, it is scale
invariant, meaning that it assesses how well the
predictions are ranked rather than their absolute
values, which makes it more robust and less sen-
sitive to changes in the data. Secondly, AUC
is classification-threshold-invariant, meaning that it
measures the quality of a model’s predictions irre-
spective of the specific classification models.

AUC curve of Genetic Search Algorithm is 1 for
every classification threshold which represents

That the predictions or the testing are 100% cor-
rect.

5.2. Selected Attributes

The attributes selected by Genetic Search Algorithm
are shown in Figure 7.

6. Conclusions

As cryptojacking becomes increasingly central with
advancements of technology, it is very much impor-
tant to have good knowledge of websites and differ-
ent platforms.

1. Avoid visiting pirated websites. Before visit-
ing any website, check whether it is secure or not.
A secure URL always begins with “HTTPS” at the
start instead of “HTTP”. The ‘S’ in HTTPS is for
“SECURE” which shows if a website is SSL certi-
fied or not.

2. When browsing through websites, agreeing to
cookies is a part of it so whenever browsing a web-
site always go through the description of the cookies
permissions manually and select them. Also read the
documentation whether it’s performance, preference
cookies which helps you to have a better experience
on the website and what kind of data it will be using.

3. Use security tools like antivirus to evaluate
the site. Do proper research about the company
online before selecting an antivirus. One can test
with Google Safe Browsing. It has the advantage of
using Google’s database, which produces an exam-
ination of billions of pages and increases the likeli-
hood of discovering dangerous websites or attempts
to steal information from these domains. Installing
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TABLE 2. Sensitivity of different classifiers for different feature selection techniques

Classifiers  Feature Selection Techniques

BestFirst + GeneticSearch GreedyStepwiskisearForwardSelbstiSnzeForward Sidattigobearch

CfsSubsetE- + CfsSub- CfsSubsetE- CfsSubsetE- CfsSubsetEval +CfsSub-

val setEval val val setEval
Support 100% 100% 100% 100% 100% 100%
Vector
Machine
(kernel
="linear”
Support 100% 100% 100% 100% 100% 95.15%
Vector
Machine
(kernel
="Radial
Bias Func-
tion”
Logistic 100% 100% 100% 100% 100% 100%
Regression
Decision 100% 100% 100% 100% 100% 100%
Tree Classi-
fier
Random 100% 100% 100% 100% 100% 100%
Forest
Classifier
Multi-layer  84.87% 100% 84.87% 84.87% 84.87% 49.86%
Perceptron

Split Ratio
Classifiers
60:40 80:20 70:30
Support Vector Machine

(kernel ="linear"

Support Vector Machine
(kernel ="Radial Bias
Function"

Logistic Regression

Decision Tree Classifier

Random Forest Classifier

Multi-layer Perceptron

FIGURE 5. Confusion Matrix of different classifiers at different training split

good antivirus helps in preventing data breaching
and blocking many malicious websites or pages as
many websites try to download corrupted files in the
system

4. Analyse if the website has a modern theme.
According to an article published by G1 in 2020,
over a million WordPress websites may be suscepti-

ble due to some plugins and themes. Avoid using or
visiting pirated themes websites. Although it resem-
bles the originals exactly, using them is the same as
leaving a door open for the invaders

5. Verify the URL first and learn about how crim-
inals take advantage of people’s lack of attention
to detail when using scams. They purposely cre-
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TABLE 3. Specificity of different classifiers for different feature selection techniques

Classifiers Feature Selection Techniques
Best- Genetic- GreedyS- LinearFor- SubsetSizeFor-  Scat-
First + Search + tepwise +  wardSelec- wardSelec- terSearch
CfsSub-  CfsSub- CfsSub- tion + tion + +CfsSub-
setEval  setEval setEval CfsSubsetE-  CfsSubsetEval  setEval
val
Support Vector 100% 100% 100% 100% 100% 100%
Machine (kernel
="linear”
Support Vector 100% 100% 100% 100% 100% 93.90%
Machine (kernel
="Radial Bias
Function”
Logistic 100% 100% 100% 100% 100% 100%
Regression
Decision Tree 100% 100% 100% 100% 100% 100%
Classifier
Random Forest 100% 100% 100% 100% 100% 100%
Classifier
Multi-layer 0.00% 100% 0.00% 0.00% 0.00% 98.45%
Perceptron
S0 510 %10
202 20z 2oz
E o SVC (AUC = 1.00) L"LS oo SVC (AUC = 1.00) L"LS 00 LogisticRegression (AUG = 1.00)
B e Mot e (ot i 1070 | F e bostve e (oo i 100 | 5 e pesive e (v ot 107
Chart.1 Chart.2 Chart.3
% 10 % 10 ; 10
202 £ 02 £ 02
g oo | — DecisionTrecGiassiter (AUG = 1.0) &3 - RandomForestClassifier (AUC = 1.00) % 0o MLPClassifier (AUG = 1.00)
Chart.4 Chart.5 Chart.6

FIGURE 6. AUC of different classifiers for Genetic Search Algorithm

ate fraudulent websites with common spelling errors
or grammatical mistakes in the web address that
go unnoticed by the consumer, making it easier to
deceive and steal from them. For example, chang-
ing an ”0” to a zero in a web address. The warn-
ing specifically mentions the possibility of someone
creating a fraudulent website that resembles the real

Google website,

6. Verify the authenticity of security seals on
websites. While many companies provide security
stamps to certify websites, it is possible for scam-
mers to create fake ones using editing software. To
avoid falling for such scams, it is recommended to
click on the seal and check if it directs to the com-
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diskio sdal write bytes,

memswap_free, memswap_percent, memswap_sin, memswap_souf, memswap_total,
network lo cumulative fx,

percpu 0 iowait, percpu 0 irq.
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e cpu idle, cpu iowait, cpu nice, cpu softirq, cpu_system, cpu_user

e diskio sdal read bytes, diskio sdal time since update,
diskio sda read bytes, diskio sda write bytes

e fs / device name, fs / percent, fs / size

e load minl, load min5

e mem buffers, mem percent, mem shared

®
memswap _used

e network lo cumulative cx, network lo cumulative rx,
network lo cx, network lo rx, network lo tx

e percpu 0 cpu number, percpu 0 guest nice,
percpu 0 softirq

e processcount running, processcount sleeping, processcount thread

e flag

FIGURE 7. Attributes selected by Genetic Search Algorithm

pany’s official website or provides additional infor-
mation to verify its authenticity. Additionally, one
can use the Google badge to verify the legitimacy of
the certificate.

7. Escape spam. Some websites use some scams,
such as banners that blink ceaselessly, overstated
claims, or extremely low product pricing, are com-
mon warning signs that a website, email, or adver-
tisement is unsafe. There are still people who disre-
gard features and believe websites that employ these
techniques, even though they appear to be from the
1990s and 2000s.

8. Always check system usage regularly to avoid
any kind of unknown activities operating on the
device. If any unknown application is present on
the device, make sure to remove it. Always install
software’s from genuine sources.

By testing the effect of different types of crypto-
jacking attacks it is established that it can affect the
CPU at a very high level, it can lower down the per-
formance of CPU leading to data loss. Therefore, it
is very important to go through the safety measures.
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